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|IOT Grow 2.6 Times On Economic In 2015

Nine settings Size in 2025, $ trillion’
where value may accrue

M Low estimate [] High estimate
Factories—eg, operations management, - 1.2-3.7
predictive maintenance :
Cities —eg, public safety and health, traffic -: 0.9-1.7
control, resource management ‘
Human—eg, monitoring and managing lj 0.2-1.6
iliness, improving wellness o

Retail —eg, self-checkout, layout optimization, l 0.4-1.2
smart customer-relationship management o

Qutside—eg, logistics routing, autonomous .:I 0.6-0.9
(self-driving) vehicles, navigation -
Work sites—eg, operations management, I 0.2-0.9
equipment maintenance, health and safety :
Vehicles—eg, condition-based maintenance, I@ 0.2-0.7
reduced insurance

Homes —eg, energy management, safety l 0.2-0.3

and security, chore automation §

Offices —eqg, organizational redesign and [ 01-0.2
worker monitoring, augmented reality for training e

Total $4 trillion-$11 trillion

'Adjusted to 2015 dollars; for sized applications only; includes consumer surplus. Numbers do not
sum to total, because of rounding.



Expand Free Trade by Enhancing Digital Trust /

1. Emerging digital technologies, ex., blockchain and artificial intelligence (Al), help reduce frictions among global
trade and business flows by enhancing “digital trust” in transactions.

2. IBM estimates more than $300 billion in the underlying costs of global commerce can be optimized with digital
technologies

3. These technologies can be adopted at relatively low cost through internet and cloud computing with few
requirement to changes legal and regulatory frameworks.

4. Businesses must agree to a new set of government policies on transactions and data-sharing built around
these technologies.

5. National governments have every incentive to create as millions who have been denied access to the
marketplace will benefit from the removal of friction from international commerce.

Source: 2017 IBM Research



Privacy Risk: Intelligent Water

1.Safe drinking water; Optimized delivery

2.Energy-efficient radiant heating and cooling; Reliable infrastructure

3.Protects from leak damage; Enables mindful conservation
4.Enhances household water usage ; Automated and anticipatory controls

5.Improves Adherence ;Insurance Underwriting Tool




l Fair Information Privacy Practices

Transparency
i
Accountability Choice
\
Information 'l'!‘cfs:c"\:l':‘:a‘ Source:
PrOtmion Correction hitps://security. berke lev.edufsites/defauit/files
\ \ uploads/FIPPSimage jpe




Three Objectives Of Technological Neutrality Of Law. /

1. Compensation objective
The need to avoid specific technological designs threaten the substance of

human rights.

2. Innovation objective
The need to prevent privileging or discriminating specific technological designs

In ways that would stifle innovation.

3. Sustainability objective
The need to enact legislation at the right level of abstraction to prevent the law

from becoming out of date all too soon.

Source: Data Protection by Design and Technology Neutral Law
By Mireille Hildebrandt, Radboud University Nijmegen
Laura Tielemans, Vrije Universiteit Brussel,2013



Should the Privacy Act be technology neutral? /

1. Technology-neutral privacy principles ensure Australian Privacy Act remained flexible and relevant ,
while technologies facilitating easier, cheaper and faster methods by which information collected,
accessed, aggregated and communicated.

2. Current technologies do not alter fundamentally nature of the information-handling cycle.

3. Impact of some technologies on privacy may be inconceivable until the technologies have actually
been invented and deployed.

4. Surveillance devices and radio frequency identification (RFID) systems facilitate the collection of
personal information without the knowledge or consent of an individual, but the collection of the
information still be regulated by the ‘Collection’ principle in the Australian Model UPPs (Unified
Privacy Principles (UPPSs)

5. Make necessary amendments to the Privacy Act to ensure that the Act remains technology aware.

Source: The Australian Law Reform Commission (ALRC) Report 108,2008



Toward A New Digital Ethics

CYtEE
Future- RIERE
oriented Accountable PEEERE
rules and controllers
enforcement

Ethics

BIFTEYER
T2

M3 A

Source: EU Data Protection Supervisor 2015 Sep.



Glance At EU GDPR

4

RIGHT TO ACCESS

Right to require a confirmation from the data
controller if personal data, concerning the
indivual, is being processed, where and why
Right to request a copy of personal data, if
such is used by the organization

CONSENT

DATA PORTABILITY

Right to receive and transmit personal data from
and to organizations or controllers, in a
"structured, commonly used and machine-
readable format, without hindrance from the
conirollers. (Articie 20)

MOVEMENT

)
PRIVACY BY DESIGN

Establish protection within system'’s foundations
throughout the whole engineering process by
specifying security needs and measurements,

such as pseudonymization, encryption,
tokenization and data access limitation.

ARCHITECTURE

GDPR Key Elements

WITHDRAW

BREACH NOTIFICATIONS

Organizations must notify DPO, customers and
controllers within 72 hours of detected data
breach, which is likely to "result in a risk for the
rights and freedom of individuals".

PROACTIVENESS

[\
=

PENALTIES

Organizations which are not GDPR compliant

face up to 4% of the annual global turnover for

the preceding financial year or 20 million EUR,
whichever is higher

FINANCES




What the new

EU GDPR

means in 1T minute

The EU GDPR will increase privacy for individuals and give regulatory authorities
greater powers to take action against businesses that breach the new laws.
Here’s what it means for your business:

;::?:fmn;mes. The regulation also applies to non-EU

companies that process personal data

40 / of annual global of individuals in the EU.
revenue :

€20 million,

whichever is greater, e

The international transfer of data

The definition of personal data is now will continue to be governed under

broader and includes identifiers such as EU GDPR rules.
4 e o
S <5
e )
genetic mental cultural economic social identity.
Obtaining consent for - ‘ Parental consent
processing personal data l ' ves is required for the
must be clear, and must seek PfOCGIE:'Slng 0:
an affirmative response. personal data o
children under
age 16.
=22 Data subjects have
the right to be
forgotten and Users may request a
erased from records. copy of personal data

in a portable format.

Privacy Budget: 0.0004% of global turnover

Ay,
A

(8

4
1L

www.teachprivacy.com

e ——
| GDPR Fines: 4% of global turnover

—

| want to be GDPR compliant.
What do | need to do?

Written by Daniel J. Solove www.teachprivacy.com

Illustrated by Ryan Beckwith
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“Before I write my name on the board, I'll need to know
how you're planning to use that data.”

4 EASY STEPS FOR
GDPR COMPLIANCE

11




Approach To Operate An Interoperable Data Protection Framework

USe+EUV

SAFEHARBOR

-— US.EU
Privacy Shield

AMerch Anvrvusd M ansgesre it
FPrivacy Certlmcation ot

'—"- o -
2= S, -

SSre ETCErenaa




Structure of the APEC Cross Border Privacy Rules (CBPR) system

ECONOMY “A” ) LEar o i 1o FtHCoets hithe (4R System APEC Electronic Commerce Steering Group Chair

v’ Confirm participation in the CPEA

v’ Confirm intent to use of at least one APEC-recognised

~ Accountability Agent
Desugnated APEC v’ Describe laws and regulations that apply to CBPR system
Government Delegate activities of an Accountability Agent

v Complete APEC CBPR System Program Requirements

ﬁ Data Privacy Subgroup Chair

Enforcement Map

Joint Oversight

Notification of Intent to Participate in the CPEA » Panel (JQP)

Privacy Enforcement ; Eotr;ﬁrrfn that agency‘n:eets deflnmo;\ (:ff.P.Ell\ - CPEA
= etter from appropriate government official verifying .
AUthor'ty agency’s authority status Administrators ]

v’ Supply contact point
v’ Provide statement of practices, policies and activities
Application for Accountability Agent through
Nomination or Notification

- v’ Information about location in a CBPR system

Accountab"'ty participating Economy, or being subject to jurisdiction
Agent otherwise.

v’ Description of how the Accountability Agent
Recognition Criteria have been met. .

v’ Demonstration of how intake and review processes

meet CBPR Program Requirements APEC Member Economies

v Map (if not using APEC intake document and program
requirements)
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ASaa

Aqlan
countnes

Y, O - ; Certified businesses :
Certified busmess; ) IBM,MERCK, APPLE, HP,
- Intasect Communications, Inc. CISCO SYSTEMS, etc.

L

Pave the way for engineering the interoperability with the EU
personal data cross-border transfer system.




I&}Igggrsmp Many faces of Accountability

APECCross
Border

Privacy

Binding

Corporate Codes of Certificatio ISO

Rules Rules Conduct ns & Seals Standards

{(BCR)

(CBPR)

Substantiverules, Implementation infrastructure, Verification,

Demonstration

www.niormationpolicycenire.com 10



Driving Force Of Data Ethics Governance

As a publicly traded company enhancing accountability and data ethics governance at LiveRamp is vital to shareholder value- LR/

I::|| Commitment toPolicy

|:9;|_ Mechanism to implement Policy 3.Business function mechanisms

E’ Monitoring Programs

o

b Demonstrable Accountability __8.Robust Recordkeeping

[ |I_-r Individual/Function Participation
n

Essential Elements of Accountability — Demonstrating Accountability

1.Executive commitment

2.Policies and procedures

4.Education and awareness
5.Technical systems and controls
6.Internal monitoring andenforcement

7.Program risk assessment validation

Benefits of Accountability and Governance

__ Governance

Pillars

Process

Technology

More Scalability, Controllability andMobility

AliveRamp



Harmonization and Interoperability
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Open Data in The Broader Data Economy /

(Big) Data

Private sector
information

Figure 2 Open Data in the broader data economy

Source: 2017 Economic Value of Open Data



/7
Estimated Data Value in 2020 for EU /
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Arts, entertainment, recreation
Public administration
Professional services

Real estate

Finance and Insurance
ICT

Trades & Transport
Construction

Induskry

Agriculture

€0 € 5,000 € 10,000 € 15,000 € 20,000

Direct Market Size Per Sector

Direct market size per sector

€ 0,055

€ 10,045

€221

Millions

€ 25,000

Figure 6 Direct market size of Open Data per market sector for EU28+, (2020, million Euros)

Source: 2017 Economic Value of Open Data






v
. The chalenges faced In cross border e-commerce transaction Involved logistc and payment ssuss. < UL &

s hinkdyy 'm0

Supply issues when conducting cross border transaction:

| Prefer to Buy Products Within My Country
36% 39% 46% 53% 47% 73% 30% [§ Deverytima taas tolong

¥  No suftable or convenient payment methods
|- Process for ordering wasn't dear

Demand side: why SEA customers do not purchase cross border
e-commerce?

?‘. Percaiving product is more expensive

29% (& Assuming delivery time wil be longer
27% &‘ Percatving the retum proced.re wil be diffiult and costly

O It wasn't corvenient

E? | worry about paying in a foreign currency

Notex:
@ Logsticsue
Payrmant lssus

I''» S | | N |




Five Ways Increase Trust In E-commerce

1.Create online consumer protection mechanism

2. Protect personal data

3. Address variation in the rules/regulations

4. Increase international cooperation on e-commerce
5. Engage in international self-requlatory talks

Source: The Global Governance of Online Consumer Protection and E-commerce
Building Trust, © 2019 World Economic Forum



World Trustmark Alliance

2018 Chairman:
Hongkong

2014 Chairman:
China

2012 Chairman: Chinese

Taipei Operating Areas: Asia Pacific, Northern

- _ 2014 Chairman:
@.Tme ) L-, @ Malaysia and Southern America and EU

SOSN

\WELW
2011 Chairman: Japan

Organizations: 37 organizations operating 30

2010 Chairman:
countries

L]
Philippines n 'm
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TRUSTED SHOPS®

The tn ark with buyer protection

m trust)
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e jsg @' w5 CAMARA
DE COMERCIO
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World Trustmark Alliance

Global Trust Innovation
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Principled Based Accountability

Information
Closure
- Marketing

Monitoring Practices
"0 copes
A T o
\ CONDUCT ’
ADR Security

= S

Privacy
PUTCESe Pre-Purcr

@ @

World Ti'ustmark Allianoe




Trusted ECommerce Eco-system

Creating Trust

Assuring Trust

GBDe Trustmark Guidelines

APEC Privacy Principles

Projecting Trust

Goal
Governance
- Assurance
Guidelines For Guidelines For Dispute
Merchants Certifiers Resolutions

@ @

World Trustmark Alliance

Global Trust Innovation



Harmonization and Interoperability
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Declaration on Artificial Intelligence Ethics and Data Protection” by HongKong PCPD

The 40th ICDPPC adopted the “Declaration on Artificial Intelligence Ethics and Data
Protection”. The Declaration proposes six basic principles, including

Reflect the respect of privacy in design;

Ensure that each individual is involved ;

Ensure artificial intelligence system non-discriminatory, transparent, and controllable;
Accountable and continue to pay attention;

Assess the risks of artificial intelligence development.

The meeting also established a long-term working group to ensure that ethics and data

protection in the development of artificial intelligence is monitored and promoted at the
international level.


https://icdppc.org/wp.../20180922_ICDPPC-40th_AI-Declaration_ADOPTED.pdf

EU: EDPB publishes opinion on EU and Japan draft adequacy decision

The European Data Protection Board ('EDPB') published, on Opinion regarding the European
Commission Draft Implementation Decision on the Adequate Protection of personal data in
Japan ('the Opinion'), following its adoption on 5 December 2018.

In particular, the Opinion noted that there are key areas of alignment between the
framework such as data accuracy and minimization, storage limitation, security of data and
an independent supervisory authority.

Challenges include

A reliable system regarding efficient compliance by Japanese entities and enforcement by
the Personal Information Protection Commission ('PPC’);

Assure no onwards transfers from Japan to third countries that may not have been the
subject of a previous assessment or adequacy finding of the EU;

easy access by individuals in the EU to the redress system provided by the PPC


https://platform.dataguidance.com/news/eu-edpb-announces-fifth-plenary-session-outcome
https://edpb.europa.eu/sites/edpb/files/files/file1/2018-12-05-opinion_2018-28_art.70_japan_adequacy_en.pdf

Video Camera Record Panelized For SEUD 4,800 in Austria

Austria DSB issued 1st GDPR infringement for a Video Camera Record of a building.

It is reported that the company installed a CCTV camera in front of its building,
which can record a large part of the image on the sidewalk, and the company

did not fully present the camera, making it impossible for pedestrians to know
that their behavior monitored.

The DSB believes this behavior exposing the public place not been explicitly
monitored, in violation of the GDPR prohibition of large-scale surveillance of
public places and requirements for transparency.


https://iapp.org/news/a/austria-announces-first-gdpr-fine/

Survey Shows Japanese Companies Still Lack GDPR Compliance

The EU performed an adequacy assessment in January that concluded that Japan's data
protection was similar to the EU's, and such a conclusion might have left Japanese
companies under the belief that they would easily comply with the GDPR

A lack of penalties contribute to Japan's lagging compliance, but organizations know
punishments will come.

"The wave of crackdowns may reach Japan,that there is a lack of urgency because
Brussels has yet to take action against any Japanese enterprises.


https://iapp.org/news/a/survey-shows-japanese-companies-still-lack-gdpr-compliance/

Thailand's PDPA takes effect

Thailand’s Personal Data Protection Act B.E. 2562 (A.D. 2019) (the “PDPA”), which was
passed by the National Legislative Assembly on February 28, 2019, was finally
published in the Government Gazette, and thus became effective on May 28, 2019

The Personal Data Protection Act will have a one-year grace period before its main
functions, including penalties, are fully enforced. Organizations will be able to use the
next year to take measures to comply with PDPA standards.

Although now effective, the main operative provisions concerning personal data
protection (including requests for data subjects’ consent; collection/use and
disclosure of personal data; rights of data subjects; complaints; civil liabilities and
penalties) will not come into force until one year after their publication in the
Government Gazette (i.e., on May 28, 2020).


https://www.huntonprivacyblog.com/2019/03/15/thailands-national-legislative-assembly-passes-data-protection-law/
https://www.huntonprivacyblog.com/2019/03/15/thailands-national-legislative-assembly-passes-data-protection-law/
https://iapp.org/news/a/thailands-pdpa-takes-effect/

